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= CHAPTER 1

Installation and Specifications

Introduction

The SNAP-LCE Ethernet-based, stand-alone industrial

controller is designed for use with Opto 22's ioControl™

Basic software, part of the ioProject " Basic software

suite. Because the SNAP-LCE controller offers powerful,
real-time industrial control in a compact, low-cost

package, you can design a highly flexible system to meet €
your industrial control, monitoring, or data acquisition

needs.

The SNAP-LCE provides real-time control and
communication to SNAP Ethernet-based input/output
(I/0) systems and computer networks. Independently
running a control program you build with the included
ioControl development software, the SNAP-LCE monitors
and controls all kinds of devices and equipment. It also
communicates data about these devices and equipment
directly to Opto 22's ioDispIayTM and third-party
human-machine interfaces (HMIs), to databases, and to other information technology (IT)
systems.

The controller communicates over standard TCP/IP Ethernet networks at 10 or 100 Mbps. It can
be attached to existing wired or wireless Ethernet networks or be used in an independent control
network built with standard, off-the-shelf Ethernet hardware. Communication with a SNAP-LCE
controller can also be established via a modem connection using Point-to-Point Protocol (PPP),
with firmware version 5.1c and newer. Wireless or wireline modem connections are ideal for
remote locations where an Ethernet network is not practical.

The SNAP-LCE controller includes a 10/100 Mbps Fast Ethernet port for networking through an
Ethernet switch to SNAP Simple, SNAP Ethernet, and SNAP Ultimate I/0 units, which provide the
connections to digital and analog sensors and actuators as well as serial devices.

The controller also includes two serial ports for use with a modem connection using PPP or for
general-purpose communication with serial devices (requires firmware version 5.1c or newer).
Using this option, you can send and receive data from one or two serial devices connected
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CHAPTER 1: INSTALLATION AND SPECIFICATIONS

directly to the controller, rather than requiring a SNAP serial communication module on an
attached /0 unit. Your ioControl strategy controls communication with the devices and uses the
data as needed in control logic. Note that these two ports are not isolated from each other.

The SNAP-LCE simultaneously runs up to 16 ioControl flowcharts, plus the host task. The control
strategy can contain a much larger number of flowcharts, however; the total number is limited
only by the 8 MB of controller memory available for strategy storage.

Since the SNAP-LCE and the 1/0 units it controls have IP addresses like other devices on an
Ethernet network, the number of points the controller can address is theoretically unlimited. The
SNAP-LCE can control many SNAP Ethernet-based 1/0 units. Because the controller scans |/0
only when your strategy logic requests it, the exact number of I/0 points it can scan—and the
scanning performance—depend on the architecture of your strategy.

Software

The SNAP-LCE controller is compatible with Opto 22's ioProject Basic software suite, which
consists of three components:

® joControl Basic—a graphical, flowchart-based programming tool for machine control and
process applications. Using ioControl, you create, download, and run control programs on
the SNAP-LCE controller. In addition to flowchart programming (with subroutine capability),
ioControl includes a powerful, built-in scripting language based on C and other procedural
languages.

* joDisplay Basic—an intuitive HMI package for building operator interfaces for your
Microsoft® Windows®-based clients communicating with a SNAP-LCE controller.
ioDisplay offers a full-featured HMI including alarming, trending, and a built-in library of
3,000 industrial automation graphics.

L ioManagerTM—a utility application used to assign an IP address to the SNAP-LCE, read or
change basic controller configuration, and more. In addition, you can use ioManager to
configure the 1/0 units that communicate with the controller and to read from or write to
/0 units.

ioProject Basic is included on the CD that comes with the SNAP-LCE controller and is also
available for download from our Web site at www.opto22.com. For communication using OLE for
Process Control (OPC), you can purchase OptoOPCServerTM, Opto 22's OPC 2.0-compliant server,
separately. For additional information, see the ioProject data sheet, Opto 22 form #1473.

About this Guide
This guide includes:

Chapter 1, “Installation and Specifications,” gives you quick installation instructions to get
your SNAP-LCE industrial controller running. It also includes product support information,
architectural diagrams, and specifications for the controller.
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CHAPTER 1: INSTALLATION AND SPECIFICATIONS

Chapter 2, “Optional Features,” shows you how to use the SNAP-LCE controller to

communicate directly with serial devices, and how to set up PPP if you are using the controller

with a modem.

Chapter 3, “Maintenance and Troubleshooting,” includes steps for working with IP
addresses, loading new firmware, troubleshooting problems with the SNAP-LCE, and
information about the controller's memory map.

Related Documentation

You may also need the following documentation, depending on your application:

To use this See this Opto 22
form #
SNAP-LCE controller ioManager User’s Guide 1440
and Opto 22 1/O units
SNAP Ultimate /O SNAP Ethernet-Based I/O Units User’s Guide 1460
SNAP Ethernet I/O
SNAP Simple I/0
ioControl strategies ioControl User’s Guide 1300
ioControl Command Reference 1301
ioControl Commands Quick Reference Card 1314
Custom applications OptoMMP Protocol Guide 1465
you develop

All of this documentation is on the CD that came with the controller; all forms are also available
on our Web site (www.opto22.com) for downloading. The easiest way to find one is to search on

the form number.

SNAP-LCE User's Guide
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CHAPTER 1: INSTALLATION AND SPECIFICATIONS

For Help

If you have problems installing or using a SNAP-LCE controller and cannot find the help you need
in this guide, contact Opto 22 Product Support.

Phone: 800-TEK-OPTO (835-6786)
951-695-3080 NOTE: Email messages
(Hours are Monday through Friday, and phone calls to
7 a.m. to 5 p.m. Pacific Time) Opto 22 Product Support
are grouped together
Fax: 951-695-3017 and answered in the
Email: support@opto22.com order received

Opto 22 Web site: support.opto22.com
When calling for technical support, be prepared to provide the following information about your
system to the Product Support engineer:
e Software and version being used
®  Controller firmware version (see”Getting Device and Firmware Information” on page 43)
® PC configuration
® A complete description of your hardware and operating systems, including:
— jumper configuration
— type of power supply
— types of I/0 units installed
— third-party devices installed (for example, barcode readers)

®  Specific error messages seen.

4 SNAP-LCE User's Guide



CHAPTER 1: INSTALLATION AND SPECIFICATIONS

Quick Start

What You Will Need

PC running Microsoft Windows 2000 or XP workstation operating system, with a 10/100
MB Ethernet adapter card, the TCP/IP protocol installed, and a valid IP address, on the
same subnet as the controller.

Crossover cable (for direct connection to the PC) or an available connection to a standard
10BASE-T or 100BASE-TX Ethernet network.

SNAP-LCE industrial controller
CD that came with the SNAP-LCE

A SNAP-PS5 or SNAP-PS5U power supply or other 5 VDC power supply (-0/+0.1 VDC at 4.0
orb.0 A)
Small flathead screwdriver

Opto 22 SNAP Ethernet-based 1/0 units—SNAP Simple I/0, SNAP Ethernet 1/0, or SNAP
Ultimate I/0 units—on the same Ethernet network as the controller.

Installing Software

Inyour CD-ROM drive, insert the CD that came with the SNAP-LCE. The installation wizard should
start automatically. If it doesn't, use Windows Explorer to navigate to your CD-ROM drive and
then double-click setup-exe.

Installing Hardware

. Install Opto 22 1/0 units according to instructions in form #1460, the SNAP Ethernet-Based

1/0 Units Users Guide.

This guide is on the CD that was shipped with the controller or the 1/0 unit's brain; it is also
available from our Web site at www.opto22.com.

. Choose a convenient mounting location for the SNAP-LCE and either DIN-rail or panel

mount it according to the diagrams on page 7 and page 8.

. With the power supply off or unplugged, connect the power supply to the SNAP-LCE.

CAUTION: Reversing wire polarity may cause damage to your controller. This damage is not
covered by Opto 22's warranty. If in doubt about which wire is which on your power supply,
check with a meter.

a. With the power supply off or unplugged, connect the +5 V lead from the power supply
(normally red) to the +5 V terminal on the face of the SNAP-LCE.

b. Connect the COM wire from the power supply (normally black) to the —5 V terminal on
the face of the SNAP-LCE.

SNAP-LCE User's Guide 5
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NOTE: The controller does not have a power switch; to turn it off, switch off the power
supply.

. Using Category 5 or superior solid unshielded twisted-pair cable, connect the SNAP-LCE

controller in one of the following ways:
® (Recommended for initial configuration) Connect to a PC directly, using an Ethernet
crossover cable.

® (onnect to a standard T0BASE-T or T00BASE-TX Ethernet network that has a PC on the
same subnet as the controller and does NOT have a Dynamic Host Configuration
Protocol (DHCP) server.

Maximum cable or segment lengh is 100 meters; minimum cable length is one meter.

. Before turning on power to the SNAP-LCE controller, follow steps in Opto 22 form #1440,

the ioManager User’s Guide, to assign the controller an IP address.

This guide is in Adobe Acrobat PDF format on the CD that came with the controller and is
also available from our Web site, www.opto22.com. Note that you can use ioManager to
assign IP addresses to the controller and I/0 units at the same time.

What's Next?

Your SNAP-LCE industrial controller is now ready for use.

To create ioControl strategies to run on the controller, see the ioControl User’s Guide and
the ioControl Command Reference. Both are available in PDF format on the CD that came
with the controller.

To configure these optional features, see the pages shown. (Instructions are also in the
“Reading and Writing” chapter of the ioManager User's Guide.)

To configure this: See: Notes
PPP (dial-up over a modem) | page 16 | Requires firmware 5.1c or newer
Serial ports page 13 | Requires firmware 5.1c or newer
IP Security page 28
Date and Time page 29

To work with the controller’s file system and FIP, see instructions in the ioManager User's
Guide.
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CHAPTER 1: INSTALLATION AND SPECIFICATIONS

Mounting the Controller

The SNAP-LCE controller can be panel mounted or mounted on a DIN rail. DIN-rail mounting
requires an adapter clip, part number SNAP-PSDIN (not included). The controller is the same size
and shape as most SNAP power supplies.

Panel Mounting and Dimensions

Use two screws on each side of the SNAP-LCE
controller to mount it to a panel.

. ~
<—480(121 M) —— ) |
- 440 (111.77MM) s | ~==20 (5.03mm) i %7 ///
A B 1 o
S -
L SHAP-LGE N U
OPTO® 2R oo = 2,00 1 i\,,&/
[ —
. s (50.80mm) H
Z 5 ¥ a'] g rs’ﬂ m | |1.00°25.39mm) ‘
5'(3.81mm) 8 8 O O % ——L
g hy g33877 235877 ¢ j‘50”(12‘70mm)
05 (10286mn) * 1. 75 (44 44mm) e
P | [
4.66"
(118.3mm) 447"
(105.9mm)
'| 1 ' L ]
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CHAPTER 1: INSTALLATION AND SPECIFICATIONS

DIN-Rail Mounting and Dimensions

DIN-rail mounting requires an adapter clip, part number
SNAP-PSDIN (not included).

For DIN-rail mounting, remove the four screws that
fasten the panel mounting base plate to the controller.
Save screws. Remove the base plate.

Use the four screws to fasten the DIN-rail adapter clip
to the bottom of the controller, as shown.

Optional DIN-rail
adapter clip

4,05 (102.86mm)———————=

i
1
OPTO 22 SNAPICE %

ETHERNET CONTROLLER

L3NY3HL3

1,75 (44 44—

| [

4.66"
(118.3mm)

* r . .

FOR DIN CLIP ADD ADDITIONAL ?
.06" (1.52mm) TO OVERALL HEIGHT
SNAP RACK DIN RAIL ADAPTER CLIP

CUSTOMER SUPPLIED
35mm DIN RAIL
NOTE: BE SURE TO CONSIDER
DIN RAIL DIMENSIONS
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CHAPTER 1: INSTALLATION AND SPECIFICATIONS

Architectural Diagrams

To use the SNAP-LCE with mutliple SNAP Ethernet-based I/0 units, use a standard Ethernet hub
or switch. This architecture can be designed for control only, as shown below, or be part of a
larger Ethernet network that includes computers and other Ethernet-based equipment.

SNAP Ethernet I/O

SWITCH

Serial

<
V\/§~ Analog  Devices
SNAP-LCE Digital ~ Devices

Devices

Serial
Devices

Analog

Digital Devices
Devices

For remate monitoring and control, you can use the SNAP-LCE directly with a SNAP
Ethernet-based I/0 unit such as the SNAP Simple I/0 unit shown in the diagram below. For this
use, the SNAP-LCE communicates using a modem over the Point-to-Point Protocol (PPP,
supported in firmware version 5.1c and newer). See “Configuring PPP” on page 16.

MODEM

Host Communication

2 Serial
Devices

- 4~ Analog
SNAP-LCE < Digital O Devices

Devices
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Specifications

Specification Table:

Processor 32-bit ColdFire® 5407
Memory:

Total RAM 16 MB

Battery-backed RAM 512 KB

Flash EEPROM 8 MB
Backup battery 3-volt CR2032 Lithium, user replaceable.

Typical service life with power off: 5 years.

Host communication Ethernet (10/100 Mbps) or PPP (dial-up and radio modem)
I/O communication Ethernet (10/100 Mbps)
I/O unit compatibility Opto 22 SNAP Simple 1/0, SNAP Ethernet I/0, and SNAP Ultimate 1/O units
Serial ports Two RS-232 ports. Baud rate is soft-selectable from 150-115,200 kBd.
Power requirements 5.0t05.2VDCat1.2A
Operating temperature 0°C to 60 °C
Storage temperature -40°Cto 85°C
Humidity 0% to 95% relative humidity, non-condensing
Software ioProject software suite (ioControl, ioDisplay, ioManager)

Purchase OptoOPCServer separately to communicate using OPC.

Other features FTP server/client with file system
Real-time clock

Power Supply Recommendations

Opto 22 recommends that the SNAP-LCE be powered with an Opto 22 SNAP-PS5 or SNAP-PS5U
power supply. In lieu of the SNAP-PS5 or SNAP-PS5U, Opto 22 recommends a 5-volt linear supply
with adequate current ratings for the load.

10 SNAP-LCE User's Guide
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I
LED DCSCI‘iptiOI’IS (®) o  ETHERNET
w
The SNAP-LCE includes the following LEDs: 3 g
j—
ACT—Network activity is present. ;-_' §
= LNK
LNK—_Controller is connected to the Ethernet network. § % ™
7 E PORT g RX
TX—(one for each serial port) Controller is actively CRE gl
transmitting data through the port. L—[lefers
ot e ol i
RX—(one for each serial port) Controller is actively receiving N —T5~
data through the port. PORT g -
RUN—_Controller is operational. E 213.2— 8 2:2
STS—If on solidly, a strategy is running and a user task is 8 e I_!?I :XB
being executed. If the strategy runs to completion, the LED > f"
turns off. If the LED is blinking, see “Blink Codes for the @ i
SNAP-LCE” on page 45. 0 @'55
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= CHAPTER 2

Optional Features

Introduction

This chapter shows you how to configure optional features for the SNAP-LCE industrial
controller. Optional features include communication options (see below), security (page 28), and
changing the date and time (page 29).

Communication Options

In most cases you will communicate with the SNAP-LCE controller using a wired Ethernet
network. However, two communication options are also provided:

® |naddition to using the SNAP-LCE on an Ethernet network, you can communicate directly
with one or two serial devices through the serial connectors on top of the SNAP-LCE
controller (see next section).

® |nstead of using a wired Ethernet network, you can communicate with the SNAP-LCE via
modem, using the point-to-point protocol (PPP; see page 16).

NOTE: Communication options are configured using ioManager.'s Inspect window. As you use it,
remember that ioManager is a comprehensive utility used for several Opto 27 Ethernet-based
products. Some items will appear in the ioManager Inspect window that apply to an I/0 unit but
not to the SNAP-LCE.

Configuring Serial Ports

(Requires firmware version 5.1c or newer.) Two RS-232 serial connectors are located on the top
of SNAP-LCE controllers. These ports are used for maintenance, such as loading new firmware,
or for Point-to-Point Protocol (PPP) communication via modem. However, they can also be used
to send or receive data directly from a serial device, such as barcode readers, weigh scales, or
any intelligent device with a serial port. Communication is done through ioControl
communication handles. (For more information, see “Communication Commands” in Chapter 10
of the ioControl User's Guide.) Note that these two ports are not isolated from each other.

SNAP-LCE User's Guide 13



CHAPTER 2: OPTIONAL FEATURES

NOTE: This section shows you how to configure the controller to talk serially with devices directly
connected to it. Serial devices attached to an I/0 unit through serial communication modules on
the rack are configured through ioControl.

1. Make sure the controller has firmware version 5.1c or newer.

New firmware can be downloaded from our Web site, www.opto22.com.

2. In the ioManager main window, click the Inspect button .
The Inspect window opens:

8 Inspect 1/0 Unit X|
IPAddiess; [1019256.65  »| Part [2001  Timeout [1000 | ms  Slatus: [Status Fiead area last read at 12/07/04 14.56:47
— Status Read
Statuz Read I
; ADDRESS DESCRIPTION VALUE - ﬂl
Status Write —
B . O0xFFFF FO30 0004 Powerup Clear Flag PUC Needed PUC Receiwved (0)
Paint Config 0xFFFF FO30 0008  Busy Flag 0
Digital Bank X
OxFFFF FO30 0015 Loader Version R5.0a
Digital Paint 0xFFFF FO30 0000 Memory Map Version 1
0xFFFF FO30 00L1C Firmware ¥Wersion R6.la
Analog Bank 0xFFFF FO30 O0A0  Firmware Version Date 12/07/2004
. 0xFFFF FO30 00BO Firmware Wersion Time 14:41:45
Analog Paint
[ — 0xFFFF FO30 0020 Unit Type 0x00000193
0xFFFF FO30 0080 Tnit Description SNAP-LCE —
System » O0xFFFF FO30 0024 I/0 Unit Hardware Rewision (Month) 12
0xFFFF FO30 0025 I/0 Unit Hardware Rewision (Day) 5
Scratch Pad  » 0xFFFF FO30 0026 I/0 Unit Hardware Rewision (Year) 2003
0xFFFF FO30 0023 Installed Ram 16777216
Datalog »
FID N 0xFFFF FO30 DOZE MiC Address 00-40-3D-00-7E-1D
0xFFFF FO30 0034 TCPAIF Address 10.192.55.65
Everts b 0xFFFF FO30 0038 TCP/IF Subnet Mask 255.255.192.0
0xFFFF FO30 003C TCRAIP Default Gateway 0.0.0.0
Communications ¥
OxFFFF FO30 000C Previous Command Error Code O0x00000000
Other L OxFFFF FO30 0014 Previous Command Error iddress O0x00000000
0xFFFF FO30 0012 Previous Command Source Address o] _I
Cloge | Help |

If you have used the Inspect window before, the last IP address you used is shown and
current Status Read information appears in the window. The most recently used IP

addresses are available in the drop-down list. If you have not used the Inspect window
before, the window will not show any data.

14 SNAP-LCE User's Guide



CHAPTER 2: OPTIONAL FEATURES

3. Inthe IP Address field, type the IP address of the controller (or choose it from the
drop-down list). Click Communications and choose Communication Port Control from the
submenu.

x

P Address: [10.19256.65 | Part [2001  Timeout [1000 | ms  Status: [Camm Port Contiol area last read at 12/07/04 14:56:07

— Communication Port Control
Status Read
Status Wiite Address | D escription | Value | Refresh I

COMMURNICATION PORT O
X . OxFFFF FO31 0400 Contral Function For Communication Paort 0 PPF Apply |
wl O«FFFF FO31 D404 Logging For Comrunication Port 0 Dizabled

Digital Bank COMMUNICATION PORTT
O=FFFF FO31 0408 Control Function Far Communication Port 1 Mone
Diigital Paint OFFFF FO31 040C Logging For Communication Port 1 Dizabled
Analog Bank
Analog Paint
High Density
System 3
Scratch Pad  »
Data Log »
FID r
Events 3
Communications ¥
Other 3

Close | Help |

® Port 0 =Port A on the SNAP-LCE
® Port 1 =Port B on the SNAP-LCE
For each port that is directly connected to a serial device, do the following:

a. Inthe Control Function for Communication Port value field, choose None from the
drop-down list.
b. In the Logging for Communication Port field, leave the value field set to Disabled.

This log file is used for PPP or M2M troubleshooting. When the control function is set
to None, the log file logs only characters received by the ioControl strategy. Since
ioControl is handling the data, you don't need the log file.

4. When you have finished configuring the ports, click Apply.
Configuration data is sent to the controller.

SNAP-LCE User's Guide 15
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5. Click the Status Write button on the left side of the Inspect window. In the Operation

Command list, highlight Store configuration to flash.

8 Inspect I/0 Unit

IP Address: [10.192.55.65 | Part: [2001 Timeout: [1000 ms  Status: [Status Wite area last read ot 12/07/04 145852
— Statusg Wirih
Status Read |
Addiess | Description | Walue | Fiefresh |
0«FFFF FO33 0004 Always BootP/DHCP On Powerup Mo
. O«FFFF FO38 0008  Degrees F/C Degees C Apply |
Pl Gy | 04FFFF F038 0010 | Comm Watchdog Time [msec), 0 = Disable 0
Digital Bark | 0«FFFF FO38 0014 TCP Minimum R etransmission Timeout [msec) 250
0«FFFF FO38 0018 TCP Initial Retiansmission Timeout [mzec) 3000
Digital Foint | 0«FFFF FO38 001C  TCP Retransmizsion Attempts 5
0«FFFF FO38 0020 TCP ldle Session Timeout [msec), 0 = Dizable 240000
Analog Bank | OxFFFF FO38 004C  Max Digital Scantime [msec) 1000
0<FFFF FO33 0050 Max Analog Scantime [meec) 1000
Analog Point | OxFFFF FO33 0054 | Scanner Flags Ox 00000000

High Density |
System 3 |
Scratch Pad  » |
Datalog # |

FID

Ewents 3 |
Communications ¥ |

3

— Dperation Command:

Hane Send Command |
Send powerup clear
R ;

3 o defaults
nliguration to flash
arfiguration from flash
Festart 1/0 Unit from powernp
Switch to loader mode
Clear digital event configuration
Clear alarm configuration
Clear PPP configuration
Clear e-mail configuration
Clear timer configuration

Other » | Clear datalog
Close | Help |

6. Click Send Command.

The port configuration data is stored to flash memory and a Success message appears.

Configuring PPP

Use this section only if you have SNAP-LCE controllers installed at remote locations or in other
places where an Ethernet network is not available, and you are using modems to communicate
between the controller and a PC. You can set up communication so that the controller can dial in
to a PC, so that PCs can dial into the controller, or both.

First, configure PPP on the controller itself following steps in the next section. Then, see the
following sections to attach the modem to the system and set up Windows dial-up networking
or remote access server on the PC.

Configuring PPP on the Controller

1. In the ioManager main window, click the Inspect button .
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The Inspect window opens:

ﬁlnspec 0 Unit

IF Address: |1D.182.55.85

| Part: 200

Timeout: |1 uli} mz

Status: ISlalus Fead area last read at 12/07/04 14:56:47

— Status Read
Statuz Read I
; ADDRESS DESCRIPTION VALUE - ﬂl
Status Write —
B . O0xFFFF FO30 0004 Powerup Clear Flag PUC Needed PUC Receiwved (0)
Il Gy 0xFFFF FO30 0005 Busy Flag 0
Digital Bank X
OxFFFF FO30 0015 Loader Version R5.0a
Digital Paint 0xFFFF FO30 0000 Memory Map Version 1
0xFFFF FO30 001C Firmware Wersion k5. la
Analog Bank 0xFFFF FO30 O0AD  Firmware Version Date 12/07/2004
OxFFFF FO30 0O0ED Firmware Version Time 14:41:45
Analog Point
High Density 0xFFFF FO30 00Z0 Tnit Type 0x00000193
0xFFFF FO30 0080 Tnit Description SNAP-LCE —
System » OxFFFF FO30 00zZ4 I/0 Unit Hardware Rewision (Month) 1z
0xFFFF FO30 0025 I/0 Unit Hardware Rewision (Day) 5
Scratch Pad  » OxFFFF FO30 0026 I/0 Unit Hardware Rewision (Year) 2003
0xFFFF FO30 0023 Installed Ram 16777216
Data Log 3
FD , OxFFFF FO30 DOZE  MAC Address 00-A0-3D-00-7E-1D
0xFFFF FO30 0034 TCEAIF Address 10.192.55.65
Events b 0xFFFF FO30 0038  TCP/IP Subnet Mask 255.255.192.0
0xFFFF FO30 003C TCP/IP Default Gateway 0.0.0.0
Communications ¥
OxFFFF FO30 000C Previous Command Error Code O0x00000000
Other * 0xFFFF FO30 0014 Previous Command Error address 0x000ooo0o0
0xFFFF FO30 0012 Previous Command Source Address o] _I
-
Cloze | Help |

If you have used the Inspect window before, the last IP address you used is shown and

current Status Read information appears in the window. The most recently used IP

addresses are available in the drop-down list. If you have not used the Inspect window

before, the window will not show any data.

SNAP-LCE User's Guide
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2. Inthe IP Address field, type the IP address of the SNAP-LCE controller (or choose it from
the drop-down list). Click Communications and choose PPP Configure from the submenu.

x
IP Address: [10192 55 65 =| Part: 2001 Timeout: [1000  ms  Status: [PPP area last read at 12/07/04 14:56:47
— PPP Configuration
Status Read I
. Address | D escription | Yalue | -~ Refresh I
M GENERAL PPP
OxFFFF FO3E 0000 Local IP Address for PPP Interface 192.168.0.1 Apply |
It B O4FFFF FO3E 0058 Local Subnet Mask for PP Inerface 0.0.00
Digital Bank O+FFFF FO3E 0008 Serial Port Speed 19200
0<FFFF FO3E 000C Serial Port Parity MHone
- . OxFFFF FO3E 0010 Serial Part Stop Bits 1
_ owaPoin | | O (08 oot ba aie ]
#nalog Bark OxFFFF FO3E 0060 Serial Port Flow Contral Mone
OxFFFF FO3E 0018 todem Initialization Sting ATEDO™ M~
Analog Point OxFFFF FOZE 005C  Max Authentication Fetries 5
OxFFFF FO3E 0054 toderm Hangup Sting T g ATHO M
High Density INCOMING PPP
OxFFFF FO3E EO00D Enable PPP for Incoming Connections Dizabled
Spstem 4 OxFFFF FO3E G004 Set Default Gateway to PPP No
0=FFFF FO3E 0004 Femote |P Address for PPP Interface 152.168.0.2
Scratch Pad  » OxFFFF FO3E 600C Modem Listen String ATS0=1"M"~
OxFFFF FO3E G04C Inactivity Timeaut 30
Datalog  » O+FFFF FO3E 6070 Login
OFFFF FO3E GOBO Paszword
RO D OUTGOING PPP
Events N OxFFFF FO3E BOOO Enable PP for Outgoing Connections Dizabled
O«FFFF FO3E BOD4 Specify Local IP Address Mo
0+FFFF FO3E BOOS Set Default Gateway to PPP Mo b
Commuricaions » | O4FFFF FO3E BOB4 PP Link Always Connected Mo
Other » OxFFFF FO3E BOSS  Login
OxFFFF FO3E BOCE  Password
0<FFFF FO3E BO30 Inactivity Timeout an
N«FFFF FN3F RN24 Phore Mumber ﬂ
Close | Help |

3. Enter the Local IP Address for the PPP interface on the controller. Enter the local Subnet
Mask only if you are using classless IP addressing. If you are not using classless IP
addressing, leave the Subnet Mask at zero, and the controller will calculate the subnet
mask.

IMPORTANT: The network address for the PPP interface must be different from the network
ID for the Ethernet interface. (The network address is obtained by ANDing the IP address and
the subnet mask.)

4. Change Serial Port parameters as necessary (speed, parity, etc.).

5. Change the Modem Initialization String and Modem Hangup String if necessary. Make sure
you use the setting to ignore DTR signal in the modem initialization string:

The default modem initialization string iS AT&D0 M~~~~

Consult the command reference that came with your modem to determine the correct
initialization command strings. A sample modem initialization string might look like this:

AT&F " "M~~AT&D0&KO"M~~AT&W0 "M~~AT&YOM~~
The &F command sets the modem back to factory defaults. The M tells the controller to
insert a carriage return. The ~ tells it to insert a 500ms pause. The &W0 writes the current
settings to NVRAM profile 0 on the modem. The &Y0 instructs the modem to use NVRAM

profile 0 after resetting. This initialization string is just a sample; command strings for your
modem may differ.
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6. In the Max Authentication Retries field, enter the maximum number of times a
login/password combination can be retried.

7. If the controller will receive incoming calls via modem, complete the Incoming PPP section:

a.
b.

Enable PPP for Incoming: Choose Enabled from the drop-down list.

Set Default Gateway: If you want the controller to use the device calling the controller
as the default gateway for all communication, choose Yes. The default is No.

Remote IP Address: Enter the IP address the controller should give to devices that dial
into the controller and ask for an address. This address must be on the same subnet as
the local IP address.

Enter a Modem Listen String to make sure the modem automatically answers calls. The
default modem listen string is arso=1~m~ , which instructs the modem to answer any
incoming calls on the first ring. Again, refer to your modem’s command reference for
the correct listen string.

e. Change the Inactivity Timeout if necessary. The default is 30.

f.

Enter the Login and Password the controller should accept for incoming calls.

8. If the controller will send outgoing calls, complete the Outgoing PPP section:

a.
b.

Enable PPP for Outgoing: Choose Enabled from the drop-down list.

Specify Local IP Address: Choose Yes to have the controller use the Local IP Address
you entered for the PPP link; choose No to have the remote device assign the controller
an IP address for the PPP link. The default is No.

Set Default Gateway: If you want the controller to use the device the controller is
calling as the default gateway for all communication, choose Yes.

PPP Link Always Connected: If you don't want the controller to dial out, choose Yes.
Enter the Login and Password the controller should use for authentication when it calls
the remote device.

Inactivity Timeout: Enter number of seconds after the PPP session is negotiated before
the modem hangs up if the controller sends no packets and receives no packets. The
default is 30.

Phone Number: Enter the number the modem should dial for outgoing calls from the
controller.

. Change the following fields if necessary:

— Max Connect Time—The maximum amount of time in seconds an outgoing PPP
connection can stay connected after successful negotiation. Default is zero, which
disables the timer.

— Max Dial Retries—The number of times the controller will redial if the first
attempt fails. Default is zero.

— Retry Interval—The number of seconds the controller will wait before trying to
redial after the first attempt fails. Default is zero.

— Disable Time—If the maximum connect time or maximum number of retries has
been reached, the outgoing PPP dialer waits this number of seconds before doing
anything. Default is zero.
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9. When you have finished configuring PPP, click Apply.
Configuration data is sent to the controller. For it to take effect, you must save the data to
flash and restart the controller (see next steps).

10. Click the Status Write button on the left side of the Inspect window. In the Operation
Command list, highlight Store configuration to flash.

zl
P Address: [101925665 = Part: [2001 Timeout: [1000 | ms  Status: [Status Wite area last read at 12/07/04 14.58.52
— Status Wiite
Status Aead |
Address | Deseription | Walug | Refresh |
0+FFFF FO38 0004 Always BootP/DHCP On Powerup Mo
. 0:FFFF FO38 0008  Degrees F/AC Degrees C Apply |
Paint Canfig | 04FFFF FO32 0010 Comm Watchdog Time [msec), 0 = Disable 0
Digital Bank 0«FFFF FO38 0014 TCP Minimum Retransmiszion Timeaut [meec) 250
—I 0«FFFF FO38 0018 | TCP Initial R etransmiszion Timeout [meec) 3000
Digital Point | 0«FFFF FO33 00MC | TCP Retransmission Attempts 5
O«FFFF FO38 0020 TCP Idle Session Timeowt [mzec], 0 = Disable 240000
Analog Bank | 0xFFFF FO35 004C | Max Digital Scantime [msec) 1000
0«FFFF FO38 0050 Max Analog Scantime [msec) 1000
Analog Point | OxFFFF FO28 0054~ Scanner Flags [ 00000000

r— Operation Command:

High Dengity |
System 3 | Naone
Send powerup clear
Coratch Pad b | Fieset points to defaults
Store configuration to flash
Datalog » | Eraze configuration fram flash

Festart 170 Unit from powerup
FID v Switch to loader mode

Clear digital event configuration
Euzrle » | Clear alarm configuration
Communications ¥ |

Send Command |

Clear PPP configuration
Clear e-mail configuration
Clear timer configuration

Other » | Clear datalog
Cloge | Help |

11. Click Send Command.
The PPP configuration data is stored to flash memory and a Success message appears.

12. In the Operation Command list, highlight Restart I/0 Unit from powerup. Click Send
Command.

The controller is restarted and a Success message appears.

13. Continue with the next section to attach the modem to the controller.

Attaching the Modem to the Controller

To work properly with the SNAP-LCE controller, a modem must be able to store settings in
non-volatile RAM (NVRAM) and default to those settings on reset.
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I
1. Follow the diagram at right to attach the modem BRAIN MODEM DB9
to the controller using the controller’s serial 1 ~S< 2R
connector. 356 5 56
4RTS 7RTS
2. Store configuration settings to the modem'’s °eTs 8eTs
NVRAM, following instructions in the user’s BRAIN MODEM DB25
guide for your modem.
1TD 27D
NOTE: Configuration settings must be stored to 56 iRTS
the modem’s NVRAM so they will be loaded PP & e
when the SNAP-LCE sends a reset command to
the modem.
3. If PCs will dial up the controller, set up Windows dial-up networking on the PCs that will
call the controller. See the folllowing section.
4. If you want the controller to dial up a PC, set up a remote access server (RAS) on the PC.

See page 25.

Configuring Microsoft Windows Dial-up Networking on
Windows 2000

Use the following settings to configure Windows dial-up networking on any PC that will dial in
to the SNAP-LCE.

1.

Click Start and choose Settings—Control Panel. Double-click Network and Dial-Up
Connections.

Double-click Make New Connection. Follow directions in the wizard to create a new
connection.

. When the new connection is created, double-click its name in the Network and Dial-Up

Connections window.

In the Properties dialog box, set each tab as shown in the following figures:
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General Tab

2nd Connection to 695-3032 Properties d |

General | Dptinnsl Securityl Netwnrkingl Sharingl

Connect uzsing:
@ todem - Courier . Everything External [COM1)

— Phaone number Modem Configuration

Area code; Phaone number:
= n 4'!\

| | [3 6953032 .@'

Coourier W, Everpthing External [COMT)

Country/reqion code;

[ Uze dialing rules

M awimum speed [bpz):

Modem protocol

— Hardware features

¥ Enable hardware flow control
™ Enable modem eror contral

[™ Enable modem compression

¥ Show icon in taskbar when connected

 Initialization

[~ Show terminal winday

0 [~ Bun script: j

Edit.. | Erawse... |

¥ Enable modem speaker

ak I Cahicel |
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Options Tab
2nd Connection to 695-3032 Properties

General Options |Securily| Networkingl Sharingl

r— Dialing options
Iv Dizplay progress while connecting

v Prompt for name and password, certificate, ete.
[ Include Windavs logon domain
¥ Prompt far phone number

— Redialing options
Redial attempts: 3
Time between redial attempts:

|dle time before hanging up:

™ Redial if ine iz dropped

=
|1 mirte 'I
Inever 'I

o]

Cancel

Security Tab
2nd Connection to 695-3032 Properkties

Generall Options ~ Security | Netwnlkingl Shalingl

— Security options
* Tupical [recommended sethngs

Walidate my identity as follows:

=

I.t’-‘n.lll:-w unzecured pazaword

[T Eutormatically use my Windows [ogan name and
paszward [and danmain if any]

[™ | Bequire data encription [disconnect if nane]

" Advanced [custam settings)

|Jzing these settings requires & knowledge
of security protocols,

Sethings |

— Interactive logon and zoripting
[~ Show terminal winday

™ Bun script:

-

Browse... |

Edi. |

[ o |

Cancel |
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Networking Tab

Generall Dptionsl Security  Metwarking |Sharing|

Type of dial-up server | am calling:

Client far Microsoft Networks

™ Enable software compression

[ Megotiate multi-ink for single link connections

Inztall... Urinztall Frope oK. I oz

Drescription

Trangmizzion Control Pratocaol/nternet Protocol. The default
wide area network. pratocal that provides communication
across diverse interconnected networks,

ak I Cancel

Sharing Tab

Generall Dptionsl Securit_l,ll Metworking  Sharing |

Internet Connection Sharing alloves ather computers on pour
o é lozal netwark. to access external resources through this
connection.

— Shared access

Local netvork, operation may be momentarily disrupted,

[ Enable Intemet Connection Sharing for this connectiort

— Ur-demand dialing

wWith on:demand dialing, when another computer o pour lacal
network attempts to aeeess extemnal resaurces, this conmection
will be dialed autamatically.

¥ | Enatle on-demand diling

Settings... |
ak I Cancel |
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Setting Up a Remote Access Server on the PC (Windows

2000 Advanced Server)

Use the following steps to set up a remote access server (RAS) on the PC so that the SNAP-LCE
can dial in to the PC. Be sure to work closely with your System Administrator.

NOTE: Windows 2000 Professional does not support RAS, you need to have Windows 2000

Advanced Server.

1. In Windows 2000, choose Start—Programs—Administrative Tools—Routing and Remote

Access.

2. In the Action pull-down menu, select Add Server. Keep the default to add This Computer as

the server. Click OK.

3. Right-click on the server you just added and choose Properties. Click the General tab and

choose the following settings:

TESTZKSERY (local) Properties

General | Secuity | 1P | NetBEUI| PP | Evert Loaaing |

[]
=)
=]

-
= Routing and Remote Access

2%

Enable thiz computer az &

1 L8N and demand-dial routing

¥ Femate access server

4. Click the Security tab and set as shown below:

TEST2KSERY (local) Properties

General Secuity |IP | NetBEUI| PP | Event Logging|

The authentication provider validates credentials for remote access clients

Canfigure... |

and demand-dial routers.

Authentication provider:

Windows Authentication

Authentication Methods. .

The accounting provider maintaing a log of connection requests and
TESTIONE.

Accounting pravider:

El

<Mones>

[

LConfigure..

2%
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5. Click the Authentication Methods button and set the following, and then click OK:

Authentication Methods e |

The server authenticates remote systems by uzing the selected methods in
the arder shown below.

[ iExtenzible authentication pratocal [EAPE

EAP Methods. .. |

[ Microsoft enciypted authentication version 2 [M5-CHAP v2]
[ Microsoft encrupted authentication [M5-CHAP)

[ Encrypted authentication [CHAP)

[™ Shiva Password Authentication Protocal [SPAP)

V¥ Unenciypted password [PAP)

rauthenticated access
’7 [ Allow remote systems bo connect without authentication

ak. I Canicel |

6. Set the IP tab to use either Static address pool or DHCP server. In this example, we used a
Static address pool:

TESTZKSERY (local) Properties 2=l

Generall Security 1P |NelBEUI| PPF I Event Loggingl

¥ Enable IP rauting

¥ Allow IP-based remate access and demand-dial connections

— IP address agzignment
Thiz zerver can aszign P addrezses by uzing:

" Dynamic Host Configuration Protocol [DHCP)
% Static address pool

Fram | To | MHumber | IP Address | b azk

192168.03 192188.05 3 192.168.0.0 25525

Kl | B
agd.. | Edi Bemove |

0K I Cancel | Apply |

7. Click the PPP tab and make sure nothing is checked.
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The NetBEUI and Event Logging tabs are not relevant to the controller's access. You can set
them to any level you wish. Since event logging may be useful for troubleshooting the
connection, you may want to set it as follows; but it is not required.

TESTZKSERY (local) Properties 2=
General | Secuity| IP | NetBEUI| PRP Event Logaing |
Ewvent logging:

€ Log ermars only

" Log enors and warnings

£+ 1 oq the maximum amount of informatior:

" Disable event logging

¥ Enable Paint-to-Paint Protocol [PPP) logging

To see the log, use the Event Viewer in Administrative tools.

8. Once all tabs are set, click OK. Then highlight the Remote Access Policies branch of the
tree. Double-click the only policy that appears in the window to the right. The following
window should appear. Make sure that it is set to Grant remote access permission, as

shown.
Allow access if dial-in permission is enabled Propi 2=
Settings
Falicy narne: Allow access if dialin permission is enablad

sgd. | Remove |  Edt.

— I a uger matches the conditions
¢ Grant remote access permission
" Deny remote access permission

Accesz wil be granted with the profile you specify, unless access
iz owernidden an a per-user bazis.

Ok | Cancel | Apply |

9. Click Edit Profile and click the Authentication tab. Be sure to uncheck everything except
Unencrypted Authentication (PAP, SPAP).

10. Click the Encryption tab and set it to No Encryption.
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11. Leave the Advanced, IP, and Multilink tabs at their default, which is to default to the server
settings.

The Dial-in Constraints permit you to set the server-side idle session timeout and max
connect times. These settings are not required, but are useful in some cases.

12. Once all tabs are set, click OK, then click OK again.

The RAS is now ready for the controller to dial in. Have your Network Administrator assign
the controller a user name to use for dial-in permission.

Configuring Security

You can use ioManager’s Inspect window to set up security on the SNAP-LCE. You can limit
access to specific computers or other devices on the network.

Limiting Access to Specific Computers

You can limit access to the SNAP controller based on the IP address of the computer or other host
device attempting to communicate with it. You specify the IP addresses that may access the
controller. Anyone on a computer or other host device with an acceptable IP address has access.

Be sure to work with your network administrator to make sure you are specifying the correct IP
addresses.

Limiting Access to Specific Protocols

You can also limit access to specific protocols the SNAP controller uses. These protocols can
travel simultaneously over the Ethernet/TCP/IP link and set up sessions, or ports, on the SNAP
device:

® File transfer protocol (FTP), used for exchanging files between the SNAP-LCE and a
computer

®  (OptoMMP the IEEE 1394-based memory map protocol, used by most other tools for
interfacing with the SNAP device

For security purposes, you can hide or disable one or more of the protocols by changing the port
number from its default. The following table shows the default ports.

Protocols for Default Ports:

Protocol Used by Default Port
FTP PCs for file exchange 21
OptoMMP most other tools 2001
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Preventing Access. For example, suppose you want to prevent any device from accessing a
SNAP-LCE controller using FTP. To do so, you would change the port number for the FTP protocol
from the default of 21 to zero. Since zero is an invalid port, no device could access the controller
using FTP.

Limiting Access. If you wanted to limit FTP access, you could change the port number from 21
to another number between 1 and 65,535. If you change the number, anyone (or any application)
that needs to access the controller using FTP can do so by adding the changed port number to the
controller’s IP address. For example, if the controller's IP address is 10.22.56.3 and the port
number is changed to 85, you would enter the following to access the controller:

10.22.56.3:85

Changing Date and Time

The SNAP-LCE contains a real-time clock. You can view the clock’s date and time or change it.

NOTE: If you are using ioControl and want to synchronize the I/0 unit's time with your PC's time,
don't use these steps, instead, follow instructions in Opto 22 form #1300, the ioControl User’s
Guide.

1. In the ioManager main window, click the Inspect button .

2. In the IP Address field, type the IP address of the SNAP-LCE controller (or choose it from
the drop-down list). Click System and choose Date And Time from the submenu.

x

IPAddiess: [101925565 v Poik 2001 Timeout [1000 | ms  Status: [Clack area last read at 12/07/04 14.56:47

— Date And Time
Status Read I
Status Wwiite | s I DG [ alue | Fefresh I

TIME
. . 0x:FFFF FO35 0000 Hours 12 Apply |
Paint Config |

OxFFFF FO35 0000 Mirutes 46

Digital Bank | OxFFFF FO35 0000 Seconds 53

g O-FFFF FO35 0000 Hundredths of a Second 92

CATE

MI O=FFFF FO35 0000 Manth 04

Analog Bank | OxFFFF FO35 0000 Day 13
0=FFFF FO35 0000 Year 2004
Analog Point |
High Denszity |
System 3 |
Scratch Pad  # |
Data Log (3 |

FID 3

Events 3 |
Communications ¥ |
Other 3 |

Cloze | Help |
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3. To change any time or date value, click in the Value field and enter the correct value.

4. \When time and date are correct, click Apply to send the values to the controller.
System date and time are set.
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Maintenance and Troubleshooting

Maintenance

Assigning an IP Address

See instructions in Opto 22 form #1440, the ioManager User's Guide, to assign an IP address to
the SNAP-LCE.

Changing the IP Address

If you know the SNAP-LCE'S IP address, see the ioManager User's Guide for instructions to
change it.

If you do not know the IP address, check the label on the side of the controller. If you still don't
know it, you can reset the controller to factory defaults (see page 35), or you can follow these
steps to find out the IP address using a serial cable:

1. Turn off power to the SNAP-LCE controller. Remove the Ethernet connector.

2. Unscrew the four screws holding on the controller’s top cover and save them. Remove the
cover and then carefully slide the board out of its housing.
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3. Locate the two jumpers at the bottom of the board, as shown in the following diagram:

—— Connectors and LEDs at top of board

This diagram shows the controller as it
comes from the factory and as it should
be for normal operation: the Boot to
Kernel/Loader jumper is in and the Reset
to Factory Defaults jumper is out.

Boot to Kernel/Loader jumper

Reset to Factory Defaults jumper

4. Using needle-nosed pliers, remove the Boot to Kernel/Loader jumper.

5. Carefully replace the board in its housing and replace the top cover.

6. Connect the controller’s serial port A to PC CONTROLLER
the PC via serial cable, following the DB9
diagram at right. 2RX 17X
37X 2RX
7. Turn on power to the controller. 5 SIGNAL
GROUND 3 com

8. Choose Start—

Programs—QOpto 22—ioProject DB25

. 27X 17X
Software—ioManager. 3RX > 2 RX

The ioManager main window opens. 7 SIGNAL
GROUND 3 com

9. From the Tools menu, choose Install
Firmware via Serial Connection to open OptoFlash-ENET:

4| 0ptoFlash-ENET o ] 3

Options Device Help

Serial Port: File ta load:

v =] [ L]

[~ modem?

are | Load File | Cancel |

Statuz
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10. Make sure the correct COM port is shown. Choose Device—Serial Connection.

The utility contacts the controller and displays its IP address, subnet mask, and other
information:

;ﬁ OptoFlash - Serial Commands x|

— P Configuration

|P &ddress: I-m-lsz 55 | 31

Sub-Met Mask: |255 |zz5 [192 | 0

Defaultl.":atewa_l,l:l o | o |0 |o

Store All |

— Hardware Information

Unit Type: |stmp-LCE

Hardware Revision: |_1_z,r5,.fz|:|03

Fitshd Size: 18777216

MAC Address: | oo a0 ap oo 7a 34
Loader Yersion: | 0s | oo | oz | oo
Close |

11. If you need to change the IP address, subnet mask, or default gateway, type in the new
numbers. Make sure they are correct. Then click Store All.

The new data is sent to the controller.

12. Close the dialog box, OptoFlash-ENET, and ioManager. Turn off power to the controller and
remove the serial cable.

13. Again remove the controller’s cover and carefully remove the board from its housing.
Replace the Boot to Kernel/Loader jumper. Then replace the board and the controller’s
cover.

14. Restore power to the controller.

The SNAP-LCE is ready for use. If you changed the IP address, remember to write it on the
label on the controller’s case.
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Writing Commands to the Controller

1. In the ioManager Inspect window, make sure the SNAP-LCE's IP address is shown. Click
Status Write.

=101

IP Addiess: 10,192 56.65 x| Part: [200 Timeout: |1unu ms  Status |Status Wiite area last read at 11/15/05 15:06:05

— Stabus Wit
Status Read
Address | Description I Value | Iﬂl
0xFFFF FO36 0004 Always BootP/DHCP On Powerup Mo |
OxFFFFFO38 0003 D FiC D c Aeply
Fuirit Config x iy o =

0<FFFF FO38 0010 Cararn ‘Watchdaog Time [msec). 0 = Disable

Digital Bark 0xFFFF FO38 0014 | TCP Minimum Retransmission Timeout (meec) 250
—I 0=FFFF FO38 0018 | TCP Initial R etransmission Timeout [mzec) 3000
Digital Point 0=FFFF FO38 D01C | TCP Retansmission Attempts ]
0<FFFF FO38 0020 TCP Idle Session Timeowt [mzec), 0 = Disable 240000
Analog Bank 0xFFFF FO38 004C  Max Digital Scantime [meec) 1000
0=FFFF FO38 0050 | Max Analog Scantime [meec) 1000

Analog Paint 0xFFFF FO38 0054 Scanner Flags (= 00000000
High Density

System » r— Operation Command
Send Command |
ScratchPad  » Send powerup clear

Reset points to defaults
Datalog » Store configuration to flash
Eraze configuration from flash
FID » Restart 1/0 Unit from powerup
Switch to loader mode

Ewvents 3 Clear digital event cor]figulat\on

Clear alarm configuration

Communications ¥ Clear PPP canfiguration

Clear e-mail configuration

Oither 3 Clear timer configuration

Clear PID configuration
Clear datalog

Close Help |

NOTES: The command Restart I/0 Unit from powerup will restart the SNAP-LCE controller.
The following Status Write items and Operation Commands do NOT apply to the SNAP-LCE:

Degrees F/C Switch to loader mode
Comm Watchdog Time (msec.) Clear digital event configuration
Max Digital Scantime (msec) Clear alarm configuration
Max Analog Scantime (msec) Clear e-mail configuration
Reset points to defaults Clear timer configuration
Scanner Flags Clear PID configuration

Clear datalog

2. To send a command to the controller, highlight the command in the list and click Send
Command.

For more information on commands, see the ioManager User’s Guide.
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Resetting the Controller to Factory Defaults

You can reset a SNAP-LCE to factory default settings if necessary. When you reset the controller,
any files, strategy, archived startegy, and persistent variables in RAM and flash memory are
erased. The IP address is reset to 0.0.0.0 and the subnet mask to 255.255.255.0.

1.

2.

Turn off power to the SNAP-LCE controller. Remove the Ethernet connector.

Unscrew the four screws holding on the controller’s top cover and save them. Remove the
cover and then carefully slide the board out of its housing.

Locate the two jumpers at the bottom of the board, as shown in the following diagram:

‘Fiq‘ pis-— Connectors and LEDs at top of board

This diagram shows the controller as it
comes from the factory and as it should
be for normal operation: the Boot to
Kernel/Loader jumper is in and the Reset
to Factory Defaults jumper is out.

Boot to Kernel/Loader jumper

Reset to Factory Defaults jumper

Using needle-nosed pliers, remove the Boot to Kernel/Loader jumper and put the Reset to
Factory Defaults jumper in.

. Carefully replace the board in its housing and replace the top cover. Turn on power to the

controller.
Watch the STS LED on the top of the SNAP-LCE. Wait until the solid light goes off; then
watch for 14 slow blinks.

The blinks indicate that the controller was successfully reset to defaults. (For other blink
codes, see page 45.)

. Again remove the controller's cover and carefully remove the board from its housing.

Remove the Reset to Factory Defaults jumper and insert the Boot to Kernel/Loader jumper.
Then replace the board and the controller’s cover.

The controller is now reset to factory defaults. Its IP address is reset to 0.0.0.0 and its
subnet mask to 255.255.255.0.

Before restoring power to the SNAP-LCE, follow steps in the ioManager User's Guide to
assign the controller the correct IP address and subnet mask.
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Loading New Firmware

Each SNAP-LCE controller contains firmware (sometimes referred to as the kernel), which is
similar to an operating system. If the firmware should become damaged, or if a new version of
the firmware is released, you can load new firmware to the controller following instructions in
the ioManager User’s Guide.

Replacing the Backup Battery

When power to the controller is off, the backup battery can be expected to last about 5 years.
When it is time to replace it, follow these steps:

1. Obtain a 3-volt CR2032 Lithium replacement battery.
2. Turn off power to the SNAP-LCE controller. Remove the Ethernet connector.

3. Unscrew the four screws holding on the controller’s top cover and save them. Remove the
cover and then carefully slide the board out of its housing.

4. locate the round, flat battery in the middle of the board, in a black plastic battery holder:

‘;:i:{ ‘;:is-— Connectors and LEDs at top of board

Spring is on this O< Backup battery in black plastic holder
side of holder > @
‘\II Opening in battery holder

The battery is spring loaded, with the spring on the left in the diagram above.

5. Insert a small screwdriver into the opening on the right-hand side of the battery holder and
push the edge of the battery gently to the left to pop the battery out.

6. To insert the new battery, slide it into the holder toward the left, against the spring; then
push down gently on the battery to seat it into position.

7. Carefully replace the board in its housing and replace the top cover. Turn on power to the
controller.
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Troubleshooting

If you encounter a problem while installing or using the SNAP-LCE controller, check this section
for suggestions. See “For Help” on page 4 if you need to contact Opto 22 Product Support.

Communicating with the SNAP-LCE Controller

If you attempt to connect to the controller using its IP address and you cannot, first check the
following:

® Make sure the SNAP-LCE has been turned on and the LNK and RUN LEDs are lit. (See “LED
Descriptions” on page 11.)

e \Verify that you typed in the correct address for the SNAP-LCE. Check the label on the side
of the controller, where the IP address should be written.

® Make sure the controller has been assigned a valid IP address and subnet mask. SNAP-LCE
controllers come from the factory with a default IP address of 0.0.0.0, which is invalid. The
default subnet mask is 255.255.255.0. To assign IP address and subnet mask, see the
ioManager User's Guide.

® Make sure you have up-to-date drivers installed on your computer’s Network Interface Card
(NIC). Contact your system administrator or the manufacturer of the card for help.

® Make sure any firewall in the computer (such as the built-in firewall in Windows XP) is
temporarily disabled before you try to assign or change IP addresses, load firmware using
ioManager's Maintenance window, or work with files on the controller. BootP and FIP
cannot function through a firewall in the PC. Firewalls in a router are less likely to be a
problem unless certain ports (such as FTP client) have been blocked, either by default or on
purpose.

Pinging the SNAP-LCE

If you still cannot communicate with the SNAP-LCE after you have checked these items, try to
reach it using the PING protocol.

1. Choose Start—Programs and open a command prompt.
2. Atthe prompt, type: ping [controller’s IP address]
For example, type: ping 10.192.54.40
If the controller responds, go to “Accessing the SNAP-LCE with ioManager” on page 38.

If the PING command cannot be found, choose Start—Control Panel—=Network. Make sure
TCP/IP is configured as a protocol and that an IP address and subnet mask are assigned.

If you see the message “Destination host route not defined,” the SNAP-LCE probably has
an inappropriate IP address and subnet mask. Make sure the IP address and subnet mask on the
controller are compatible with those on the computer. Follow directions in the ioManager User's
Guide to check the IP address and subnet mask on the controller and change them if necessary.
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If you see the message “No response from host,” check the following:
® Are the computer and controller correctly connected? Is the controller turned on?

® Are the IP address and subnet mask on the controller compatible with those on the
computer?

® |s the controller in reset mode? (Check for a blinking STD light. STD blink codes are shown
on page 45.)

If you still cannot ping the controller, contact Opto 22 Product Support. (See page 4.)

Accessing the SNAP-LCE with ioManager

Once you know you can ping the SNAP-LCE, try to access it using ioManager. You will need to
know its IP address.

1. If ioManager is not already open, choose Start—=Programs—0pto 22— ioProject
Software—ioManager.

The ioManager main window opens:

L=

File Tools Yiew Help

D||E| #[E=e & B 2]

Ready I_ W v

2. In the ioManager main window, click the Inspect button [Ek|.

3. Inthe IP Address field, type the IP address of the SNAP-LCE (or choose it from the
drop-down list, if it is there). Click Status Read.
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Information from the SNAP-LCE controller is displayed in the window:

= g
ate and
IP Address: [10.1925565 | Port: [2001 | Timeout [1000 | ms  Status:[Status Fiead area last read at 12/07/04 14.55:47 + time data
| e I Status Read was last
ADDRESS DESCRIPTION VALTE = Refresh h read
Status Write ™
5 . 0xFFFF FO30 0004 Powerup Clear Flag PUC Needed PUC Receiwed (0}
P i 0xFFFF FO30 0008  Busy Flag 0 Click to
Digital Bank
OXFFFF FO30 0018 Loader Version R5.0a update
Diigital Paint 0xFFFF FO30 0000 Menory Map Version 1
0xFFFF FO30 O01C  Firmware Version B6.la data
Analog Bank 0«FFFF FO30 0040  Firmware Version Date 12/07/2004
o OXFFFF FO30 OOEO Firmgare Version Time 14:41:45
Analog Paint
High Density 0xFFFF FO30 0020 Unit Type 0x00000193
0xFFFF FO30 0050 Tnit Description SHAP-LCE .
System b 0xFFFF FO30 0024 I/0 Unit Hardware Revision (IMonth) 12
0xFFFF FO30 0025 I/0 Unit Hardware Revision (Day) 5
Scratch Pad  » OxFFFF FO30 0028 I/0 Unit Hardware Revision (Year) 2003
0xFFFF FO30 0028 Installed Ram 16777216
Datalog *
B v 0xFFFF FO30 O0ZE MAC Address 00-40-3D-00-7E-1D
OxFFFF FO30 0034  TCP/IP Address 10.192.55.65
Evenls  F OxFFFF FO30 0038  TCP/IF $ubnet Mask 255.255.192.0
0xFFFF FO30 003C TCP/IP Default Gateway 0.0.0.0
Communications ¥
OXFFFF FO30 000C Previous Command Error Code 0=00000000
Other L 0xFFFF FO30 0014 Previous Command Error Address 0x00000000
O:FFFF FO30 0012 Previous Command Source Address a _|
=
Cloge | Help |

If information does not appear, contact Product Support. (See page 4.)

. Scroll down to see all of the information.

The data is current as of the date and time shown in the Status field at the top right corner
of the window. (Note that date and time are from the PC, not from the controller.) To update
data, click the Refresh button.

NOTE: The following items in the Status Read area do NOT apply to SNAP-LCE controllers:
Arcnet Reconfigs Initiated by I/0 Unit

Degrees F/C

Comm Watchdog Time (msec.)

Arcnet ACKs

Arcnet Transmit Attempts Since Powerup

Scanner Flags

Digital Scan Counter
Analog Scan Counter
Smart Modules Present
PID Loops Available

Arcnet Reconfigs Detected

Arcnet Timeouts

Arcnet Other

Arcnet Timeout Value

Arcnet Receive Interrupts

Dig. Output Point Resets Since Powerup
Dig. Interrupt Failures Since Powerup

. If you are using PPP for communication through a modem, choose Communications—PPP
Status to see current communication data. (Requires firmware version 5.1c or newer.)

For details on the data shown, see the ioManager User's Guide.
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Communicating with 1/O Units

If you have trouble communicating with I/0 units, check the Troubleshooting chapter in form
#1460, the SNAP Ethernet-Based I/0 Units User's Guide, for suggestions.

Solving Network Problems

If problems in communicating with the SNAP-LCE recur, check your network. The wires, switches,
and so on in your Ethernet network are not part of the Opto 22 hardware, but any problems in
your network may affect communication with Opto 22 products.

Create a Network Diagram

First, create a network diagram and verify the following:

® (able connectors are firmly inserted.

® The switch has power. Switch LEDs indicate that the connection is up.
® Neither the PC nor the SNAP-LCEI/O unit uses the switch’s uplink port.
® The brain board’s Link LED is lit.

Check Ethernet Errors

Next, use ioManager to check Ethernet errors reported by the SNAP-LCE. These errors indicate
network problems. You will need to know the SNAP-LCE’s IP address.

1. Choose Start—Programs—0pto 22— ioProject Software—ioManager.
2. In the ioManager main window, click the Inspect icon .
3. Inthe IP Address field, type the IP address of the SNAP-LCE. Click Status Read.

4. Scroll down until you see the items Ethernet Errors: Late Collisions, Ethernet Errors:
Excessive Collisions, and Ethernet Errors: Others.
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- Inspect 1/0 Unit x|
IPAddress: [101925665 | Port [o001  Timeout [1000 | ms  Status |Status Read area last read at 03/03/05 16:36:019
— Status Read
Status Read I
Status Wit 0xFFFF FO30 004C Degrees F / C C (0} ;I Refresh I
Al wile | OxFFFF FO30 0054 Comm Watchdog Time (msec.) 0
Faint Config | OxFFFF FO30 0050 Digital Scan Counter 0
Digital Bank | OxFFFF FO30 0060  Analog Scan Counter 0
O0xFFFF FO30 0l0C Milliseconds 3ince Powerup 37658
Digital Paint |
OxFFFF FO30 0058 TCP Minimum RTO jusec.) 250
Analog Bank | 0xFFFF FO30 0064 TCP Initial RTO (msec.) 3000
Aralog Poi OxFFFF FO30 0065 TCP Retransmits 5
nalog Point | 0xFFFF FO30 006C TCP Idle $ession Timeout {(msec.) 240000
High Density | 0xFFFF FO30 0108 TCP Idle Zession Timeout Count o]
Ethernet Errors o
System » 0xFFFF FO30 0070 Ethernet Errors: Late Collisions a
_— 0xFFFF FO30 0074 Ethernet Errors: Excessive Collisions 0
Scratch Pad  » 0xFFFF FO30 0078 Ethernet Errors: 0Others 1]
Datalog 'l 0xFFFF FO30 007C  Snart Modules Present Mx0000
FID b (analog, serial, etc.)
Events ,l OxFFFF FO30 0100  Arcnet Reconfigs Detected o
0xFFFF FO30 0104 Arcnet Reconfigs Initiated by If0 Unit O
Communications ¥ |
0xFFFF FO30 0110 Ethernet MAC Resets Since Powerup o
DOther ’| 0xFFFF FO30 0114 Dig. Output Point Resets Since Powerup O
Cloge | Help |

All three of these items should have a value of zero. If any of these items has a value other than
zero, you may have a network problem.

Analyze Communication Packets

If it appears that you have network problems, you can use the Op’[oEnetSniﬁ‘TM utility to log and
analyze network communication packets. The utility is available on our Web site,
www.opto22.com. For help using the utility, see its online help file (choose Help—Contents).

Have Your Network Certified

If you suspect network problems, you may need to have your network professionally certified.
Opto 22 does not offer network validation or certification services, but many network hardware
manufacturers do. Contact the manufacturer of your Ethernet network hardware to have them
diagnose, fix, and certify your network.

If you continue to have problems communicating with the SNAP-LCE or 1/0 units after your
network is certified, contact Opto 22 Product Support. (See page 4.)

TCP Settings

Retransmit timeout (RTO) refers to the length of time the SNAP-LCE waits while communicating
before timing out. The RTO is determined by the SNAP SNAP-LCE's TCP/IP stack, and the stack
continually recalculates the RTO based on recent network traffic. If the network becomes busier,
for example, the stack automatically adjusts the RTO to a higher value.
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If the TCP/IP stack times out while trying to transmit data, it doubles the current RTO and tries
again. This process continues for five retries; after that, the controller stops trying and sends a
timeout message.

If you are receiving frequent timeout messages from the SNAP-LCE, you can change the TCP
parameters in ioManager.

1. Choose Start—Programs—0pto 22—ioProject Software—ioManager.
2. In the ioManager main window, click the Inspect button .
3. Inthe IP Address field, type the IP address of the SNAP-LCE. Click Status Write.

e

IP Address: [101192.55 65 | Part: [20m Timeout: |1uuu ms  Status: [Status Wiite area last read at 11/15/05 15:06:05

— Shatus Write
Statuz Read |

Address | Deseription | Walue | Refresh I
0=FFFF FO38 0004 Always BootP/DHCF On Powerup Mo
. . 0+FFFF FO38 0008 | Degees F/C Degrees C Apply |
it iy | O4FFFF FO38 0010 | Cornm Woatchdog Time [msec), 0 = Disable 0
Didital Bank 0=FFFF FO38 0014 TCP Minimum Retransmizzion Timeout [meec) 250
'gHal ban | O&FFFF FO32 0018 | TCP Iritial Retransmission Timeout (msec) 3000
Digital Point | 0=FFFF FO38 001C  TCP Retransmiszion Attempts 5
0<FFFF FO38 0020 TCP Idle Session Timeout [mzec), 0 = Disable 240000
Analog Bank | OxFFFF FO38 004C | Max Digital Scantime [meec) 1000
O<FFFF FO33 0050 Max Analog Scantime [msec) 1000
Analog Point | OxFFFF FO38 0054 | Scanner Flags (0 00000000
High Density |
System » | r— Operation Command
Mone Send Command |
Scratch Pad  » | Send powerup clear

Fiezet points to defaults
Datalog » | Store configuration ta flash
Eraze configuration from flash
FID 3 Restart [/0 Unit from powerup
Switch o loader mode

Events (3 | Clear digital event configuration

Clear alarm configuration

Communications ¥ | Clear PPP configuration

Clear e-mail configuration

Other 3 | Clear timer configuration

Clear PID configuration
Clear datalog

Cloze | Help |

CAUTION: Note the following recommended settings:
TCP Minimum Retransmission Timeout (msec): 250

TCP Initial Retransmission Timeout (msec): 3000
TCP Retransmission Attempts: 5
TCP Idle Session Timeout (msec): 240,000

Ifyou set these fields too low, you may not be able to communicate with the controller at all,
even through ioManager, to fix the settings. Then you would have to reset the controller to
factory defaults.

4. Change these four fields as necessary:

TCP Minimum Retransmission Timeout sets an absolute minimum value for the RTO.
The SNAP-LCE's calculated RTO will never go below this value.
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TCP Initial Retransmission Timeout sets the RTO for the first communication try. Be
careful: since all future tries are based on this value, if you set it too low for network
conditions, a connection will never be made.

TCP Retransmission Attempts sets the number of times the SNAP-LCE retries
communication. Larger, busier networks need a higher number of retransmits than smaller
networks with less traffic.

TCP Idle Session Timeout sets how long (in milliseconds) the SNAP-LCE allows a
session to remain open without any activity. After this time, the controller closes the
unused session. The default is 240,000 milliseconds, or four minutes.

5. Click the Apply button to write your changes to the SNAP-LCE.

6. In the Operation Commands list, highlight Store configuration to flash. Click Send
Command.

7. In the Operation Commands list, highlight Restart 1/0 Unit from powerup. Click Send
Command.

The new TCP parameters are set.

Getting Device and Firmware Information

If you need to contact Opto 22 Product Support for assistance in using an 1/0 unit or controller, it
is helpful to have device and firmware information at hand before you call us.

1. Choose Start—=Programs—0pto 22— ioProject Software—ioManager.

2. In the ioManager main window, click the Inspect button .
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3. Inthe IP Address field, type the IP address of the device. Click Status Read.

& Inspect I/0 Unit

IP Address: [10.192.54756 | Part: [2001

=100 %]

Timeout |1 000 ms  Status: |Stalus Read area last read at 10421705 09:04:38

 Statuz Read
Status Read I

Status Write | ADDRESS

DESCRIPTION

VALUE

|»

Refresh I

OxFFFF FO30 0004
OxFFFF FO30 0008

Paint Canfig |
Digital Bank |
Digital Paint |
Analog Bank |
Analog Paint |
High Density |
Sypstem >|
Scratch Pad |
Datalog » |
PID »
Events 3 |
Commumcdbnsbl
Other 3 |

OxFFFF FO30 0018
OxFFFF FO30 0000
OxFFFF FO30 00L1C
OXFFFF FO30 00AO
O0xFFFF FO30 O0EO

OxFFFF FO30 0020
OxFFFF FO30 0030
OxFFFF FO30 0024
OxFFFF FO30 0025
OxFFFF FO30 00zZ6
OxFFFF FO30 0028

OxFFFF FO30 O0ZE
OxFFFF FO30 0034
OxFFFF FO30 0038
OxFFFF FO30 003C
OxFFFF FO30 0040
OxFFFF FFFF FO&0
O0xFFFF FFFF FOS0
OxFFFF FFFF FO58

Powerup Clear Flag PUC Needed
Busy Flag

Loader Version
Memory Map Version
Firmware Version
Firmware Version Date
Firmware WVersion Time

Tnit Type

Unit Description

I/0 Unit Hardware Revision (Month)
I/0 Unit Hardware Rewision (Day)
I/0 Unit Hardware Revision (Year)
Installed Ram

MAC Address

TCP/IP Address

TCP/IF Subnet Mask

TCPAIF Default Gateway
TCP/IF Name Serwer
Secondary MAC Address
Secondary TCPAIP Address
Secondary TCPAIP Subnet Mask

PUC Receiwved (0]
1}

El.0a

1

A7.0a
10/06/2005
15:33:13

0x0000007C
SHAP-PAC-51
8

3l

Z005
33554432

00-A0-3D-00-9D-E5
10.192. 54. 155
255,255.192.0
0.0.0.0

0.0.0.0
00-A0-3D-00-9D-B6

-0
.0

o o

0.0.
0.0.

Close | Help |

Keep this window open on your screen when you call Product Support.

NOTE: Because the Status Read area is used for both controllers and Ethernet-based 1/0

units, some items apply to some devices and not others. The following items do not apply to

controllers:

Degrees F/C

Comm Watchdog Time (msec.)

Scanner Flags
Digital Scan Counter
Analog Scan Counter

PID Loops

Arcnet data

Smart Modules Present

Digital resets and failures since powerup

For detailed information about items in the Status Read area, see the ioManager User's

Guide.
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Blink Codes for the SNAP-LCE

The STS LED on the top of the SNAP-LCE controller indicates conditions that can be useful in
troubleshooting. When the STS LED is fully on, it indicates that a flowchart is running and a user
task is being executed. If it is blinking, it indicates the following:

Number of | Speed of Problem and Workaround

Blinks Blinks

2 slow Firmware has started No problems; controller is functioning normally.
running.

3 slow Firmware CRC check failed; | No valid firmware in flash; download new firmware
controller has jumped to via serial port.
loader.

4 slow Loader info area has a bad | Loader information stored in VRAM is corrupt.
CRC. Indicates a hardware problem; call Product Support.

5 slow Fatal error. Firmware or hardware problem. Make sure the

hold-down screw on the top of the controller is
tightened and check the power supply; call Product

Support.

6 slow BootP was successful. Not a problem; IP address has been successfully
assigned.

7 slow Flash programming failure. | Flash chips failed to erase properly or program

properly; call Product Support.

10 slow RAM error Contact Product Support.

11 slow Internal error Contact Product Support.

13 slow Loader problem Try turning off power to the controller and turning it
back on again. If blinks still occur, call Product
Support.

14 slow Controller was reset to Not a problem. Controller has been reset to factory

factory defaults. defaults. IP address is now 0.0.0.0, so assign a new

IP address. See the ioManager User’s Guide for
instructions.

15 fast IP address was cleared. Not a problem. IP address is now 0.0.0.0. Assign a

new IP address. See the ioManager User’s Guide
for instructions.
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]
About the SNAP-LCE's Memory Map

Like SNAP Ethernet-based brains, the SNAP-LCE uses a memory mapped system for storing data
and making that data available to other devices on the Ethernet network. This data includes
configuration data, status information about the controller itself, and ioControl strategy variable
data that may be needed by a peer on the network.

Although the SNAP-LCE was designed to run ioControl strategies, you can also write your own
software applications to communicate with the controller's memory map, either instead of or in
addition to using ioControl. You can use the OptoMMP Communication Toolkit or the IEEE
1394-based protocol for writing your applications. Both are explained in Opto 22 form #1465, the
OptoMMP Protocol Guide, which also includes complete details of the memory map. Although
this guide is written for 1/0 units, you can use the same information for the SNAP-LCE. Just be
aware that many parts do not apply, since the controller's memory map doesn’t include any I/0
point or related information.

The SNAP-LCE’s memory map includes only the following areas:

Status Area Read Security Configuration
Communications Port Configuration PPP Configuration
Date and Time Configuration PPP Status

Status Area Write Scratch Pad

Using Data for Peer-to-Peer Communication

Scratch Pad areas within the SNAP-LCE's memory map provide a way for other devices on the
Ethernet network to access data in the SNAP-LCE. For descriptions of the Scratch Pad
areas—hits, integers, floats, and strings—see the ioManager User's Guide.

Using ioControl for Scratch Pad Access

For ioControl commands and examples for accessing Scratch Pad areas, see “I/0 Unit—Scratch
Pad Commands” in Chapter 10 of the ioControl User's Guide. You'll also need to set up the
SNAP-LCE to write to its own Scratch Pad. Follow these steps to do so.

1. InioControl (or ioManager), configure an I/0 unit to represent the SNAP-LCE.

a. On the Strategy Tree, doubleclick the 1/0 units folder. In the Configure /0 Units dialog
box, click Add.

b. Enter a name and description (optional). From the Type drop-down list, choose SNAP
Mixed 64 Ultimate 1/0.

c. Inthe Primary Address field, enter the SNAP-LCE's IP address.
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The dialog box should look something like this:
x
Mame: |SHAPLCE
Description: I
Tope: [SHAP Mised 64 Ultimate /0 [SNAP-UP1-ME4) 1 Choose M64
Temp: " Fahrenheit  * Celsiuz
Fart IEthemet j |2DD1 ¥ Enable Communications

Primary Addrezs:

m . 132, 55 . 65

Secondary Address: 0o.o0. 0.0

address

Timeaut: I'I zecond(s]
Watchdog: *+ Mo " Yes
0K I Cancel | Help |

d. Click OK to add the unit.

2. Use ioControl commands as necessary to write to and read the Scratch Pad areas.

Writing Your Own Applications for Scratch Pad Access

Enter LCE's IP

If you are not using ioControl but writing your own software applications to access the Scratch
Pad areas, see the OptoMMP Protocol Guide. This guide is written for 1/0 units, but much of the
same information on programming applies to the SNAP-LCE. The Scratch Pad areas of the
memory map are described in the programming guide’s appendix; the SNAP-LCE's Scratch Pad
areas are identical to the SNAP Ultimate brain’s.
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